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Abstract: 

This study highlights the importance of cybersecurity in protecting individuals and organizations 

from security threats. Zero-day (ZD) attacks exploit previously unknown vulnerabilities to steal sensitive 

data, compromise systems, and damage trust and reputation. Previous research has not addressed this 

problem and has faced limitations and challenges in data processing, classification, detection, and early 

detection of attacks in machine learning (ML). Thus, this paper aims to solve this problem by building 

an early warning system (EWS) that has been evaluated using a semi-supervised learning (SSL) 

approach to detect and classify ZD attacks. For system training and testing, the CICIDS2017 and CSE-

CIC-IDS2018 datasets were selected. After that, the training data were preprocessed, filtered, and 

balanced to identify important features, and for the testing data that was not previously processed. In 

addition, machine learning algorithms such as support vector machine (SVM) and decision tree (DT). 

were applied to detect and classify attacks, and the effectiveness of the system was evaluated using 

performance criteria, with SVM achieving 95% classification accuracy, 96% detection accuracy, and 

DT achieving 99% . 
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1. INTRODUCTION  

The research is based on a serious attack in this area, and mentions that among the challenges 

that many face is the detection of zero-day (ZD) attacks, where vulnerabilities that have not been 

identified are exploited. These attacks can cause significant damage to data confidentiality and system 

availability [1]. This paper discusses ZD attacks, their associated cybersecurity risks for the 

undiscovered vulnerabilities. Hence, an SSL approach is proposed to enhance the speed of response to 

cyber incidents and establish early warning systems (EWS) with the aim of improving the detection and 

classification of ZD attacks [2]. The researchers stated that SSL enhances the detection of attacks by 

integrating labeled and unlabeled data, which faces and addresses challenges such as misrepresentation 

of data and the rise of false positives, so that it leads to more reliable classification models than labeled 

data [3]. As for classification, support vector machine (SVM) and decision tree (DT) classify attacks 

effectively, enhance accuracy in intrusion detection systems, and reduce false alarms, especially in 

complex networks such as internet of things (IoT), but DT is better than SVM [4],[5]. Consequently, 

ZD attacks are identified using appropriate SSL datasets [6]. As a result, the accuracy of classification 

with unlabeled data and the detection of hidden threats has been improved by modifying multi-view 

learning graphs, which further complicates threats such as malware and DDoS attacks, and requires 
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proactive detection strategies for SVM and DT models in SSL [7],[8]. This paper aims to bridge the gap 

in previous research and to address the challenges mentioned by using an early warning system to 

effectively detect and classify ZD attacks to provide timely alerts to enhance security processes and 

performance evaluation. 

2. RELATED WORK  

This section highlights the importance of zero-day attack detection in the field of cybersecurity, 

specifically ZD attacks. Several researchers have developed a new model for detecting ZD attacks in 

intrusion detection, while others have studied anomaly-based systems to analyze network traffic metrics 

[9],[10]. The ZDGAN model, developed by the researchers, aims to accurately detect and block 

malicious IoT traffic, working in tandem with the IADM model. [11],[12]. Others used machine learning 

and deep learning models for the NIDS system [13]. In [14], the researchers focused on the Automated 

Design IDS, where they applied machine learning using algorithms. Notably, some researchers have 

used electronic data collection to identify attacks, while others have implemented a switch-based IDS 

system [15],[16]. According to the researchers, they have improved traditional intrusion detection 

methods by developing a CNN1D model that enhances performance and automates detection techniques 

[17]-[19]. Therefore, all studies aim to detect malicious attacks and selections, highlighting the 

importance of IDS in IoT networks. One study used the MFE-ELM algorithm to enhance threat 

detection, while another used a metahoristic algorithm to identify ZD attacks [20]–[22]. The researchers 

used the AdaBoost algorithm to develop a new method for detecting leaks in IoT networks, using group 

learning and subspace aggregation methods [23],[24]. In [25], the researchers presented a malware 

detection model based on SSL. In contrast, others have used SSL to classify DDoS attacks and have 

applied Benford's Law to detect abnormal network behavior and identify ZD attacks [26][27]. At the 

same time, the researchers proposed a method for detecting anomalies in smart power grids, combining 

the auto-encoder with the OCSVM classification for effective attack detection [28],[29]. See Table 1. 

Table 1. Detection of Zero-Day Attacks Summary 

Year  Method Contributions and Limitations  

2020 IDS [9] ZD was discovered using machine learning; however, it faces false alarm 
problems and lacks adequate testing in IoT architecture. 

2021 IDS 
[10] 

Network traffic metrics were analyzed using machine learning, generating 
predictions from diverse datasets and identifying six new cyberattacks, but it 
requires human intervention to check for classification errors among similar 
attacks. 

2023 ZDGAN 
[11] 

The system was classified using synthetic attack data as it improved the 
accuracy of verification and reduced loss, but the nature of the single-source data 
required model optimization to address generation quality inconsistencies. 

2023 ZDNID 
[22] 

The ZD attack detection model was developed using EIF, BAT, and Nevergrad 
algorithms to reduce false alarms and improve security, but it has process 
problems in real-world networks and problems with training duration. 

2022 DZDIA 
[27] 

To identify unusual network activity, especially ZD attacks, the researchers used 
Benford's Law. However, it limits its effectiveness via diverse network 
properties and is limited by positive real numbers and binary data. 
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A semi-supervised approach solves the problem of intrusion detection system failure by treating 

threats as anomalies, using unaddressed traffic to detect high-resolution invisible patterns. Table 2 

describes three of the detection systems related to the study. 

Table 2. Classification of Intrusion Detection Approaches 

Detection Primary Objective Current Work Positioning 

Anomaly [9], 
[10], [28], [29] 

Defines legitimate traffic boundaries by 
spotting behavioral deviations. 

Used as a baseline to filter 
statistical deviations. 

Novelty [25], 
[26], [27] 

Identifies emerging patterns not seen during 
training using a semi-supervised approach. 

Represents the core of our Deep 
SSL framework’s discovery logic. 

Zero-Day [11], 
[12], [21], [22] 

Detects signature-less exploits and unseen 
malicious patterns. 

The ultimate objective of the 
proposed model. 

3. METHODOLOGY  

This work details the research process, which includes data collection, the use of SSL for attack 

classification, the implementation of an EWS, and performance evaluation. As shown in Figure 1, 

system logs, network traffic, and attack patterns are collected and processed using an SSL-based 

approach to detect intrusions. DT and SVM models classify attacks, creating an EWS in real or near-

real time. 

 

 

Figure 1. Framework of Research  
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3.1. Data Collection  

The CICIDS2017 Intrusion Detection Evaluation Dataset, including 2,830,743 samples across 

15 traffic types and 78 properties, organized into eight files with system logs, network traffic, and 

recognized attack patterns [30],[31]. Figure 2 shows the dataset of files, attacks, and samples. 

 

Figure 2. Data for Each File with Number of Data and Types of Attacks 

3.1.1 Network Traffic Data 

Malicious network traffic is difficult to detect because labeled data are limited; however, methods 

such as self-supervised edge embedding and graph-based deep learning can help address this challenge 

[32]. See Figure 3, where IP addresses are specified to prevent unauthorized data usage [32]. 

 

 

Figure 3. Network Traffic Data 

3.1.2 System Logs 

As mentioned in previous studies, system logs are classified into static, fixed, and variable 

sections, which are essential for monitoring performance and detecting anomalies, while their analysis 

helps identify gaps after the incident, relying on log events, templates, or keys [33]. Accordingly, SSL 

improves anomaly detection accuracy by leveraging large amounts of unprocessed data, reducing dataset 

requirements, and enhancing processing efficiency, especially in intrusion detection. 

3.1.3 Known Attack Patterns 

Attack patterns in network security refer to the analysis of the flow of attacks to detect malware 

attacks, which often hide their presence [34]. This characteristic supports early malware detection, 

especially when attackers use uncommon ports or protocols. 

3.2. Data Preprocessing  

At the beginning of the work, the dataset of eight files are combined to simplify processing, which 

includes exploratory analysis, dealing with missing values, performing cleanup, normalization, label 

encoding, and feature selection to highlight important attributes in Figure 4. In this paper, a dataset 
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representing ZD attacks based on previous studies was selected, as shown in Table 3, which lists the 

dataset used, technical details, and the type of research. 

 

 

 

 

Figure 4. Preprocessing Data 

Table 3. The summary outlines each study’s dataset, technique, and learning type 

Ref. Dataset for ZD Technique Type 

This 
study 

CICIDS2017 for training  
CSE-CIC-IDS2018 for testing 

Machine Learning Semi-Supervised Learning 

[35] NSL-KDD and CIDD Deep Learning Transductive Transfer Learning 

[36] CIC-MalMem-2022 
Machine Learning 

Deep Learning 

Supervised Learning 

Semi-Supervised Learning 

3.2.1 Exploratory Data Analysis (EDA) 

This study used EDA to reveal hidden patterns and feature distributions in IoT traffic, helping 

ensure that the model architecture was aligned with the structure of ZD attack data [37],[38]. 

3.2.2 Missing Values 

This stage is considered to be like gaps in the data, due to unavailable or unaggregated values, 

and has techniques to process them, such as mean, median, or more frequent values [39]. Columns with 

missing values are identified using .isnull().any(), and numerical columns are filled with the average, 

while categorical columns by the mode, thereby enhancing the integrity of the dataset and quality. 

3.2.3 Data Cleaning  

To improve the quality of the data, duplicates are removed in the data window using 

duplicated().sum(), which also processes the missing data. Therefore cleaned in a comprehensive, 

consistent, and coordinated way so that machine learning algorithms can understand it [39]. 
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3.2.4 Normalization 

To ensure metrics assign feature values between 0 and 1, subtract the minimum value and divide 

the score by the feature range [40]. Normalization via MinMaxScaler() was applied to prevent large-

magnitude features from dominating the model’s weight distribution [40]. For a balanced contribution 

of all attributes, this process stabilized the gradient in decline and improved the numerical structure of 

the dataset in classification and detection [40]. 

 𝑋′ = 𝑋 − 𝑋𝑚𝑖𝑛𝑋𝑚𝑎𝑥  −  𝑋𝑚𝑖𝑛 (1) 

 

X′ is the normalized value after applying normalization. 

X is the original value. 𝑿𝑚𝑖𝑛  is the minimum value. 𝑿𝑚𝑎𝑥  is the maximum value. 

Steps of the Equation: 

Subtract the minimum: 𝑋 − 𝑋𝑚𝑖𝑛 

Divide the result by the range of the feature: (𝑋𝑚𝑎𝑥  − 𝑋𝑚𝑖𝑛) 

3.2.5  Label Encoder 

LabelEncoder() was used to convert categorical labels into numeric values for machine-learning-

based processing [41]. 

3.2.6 Feature Selection 

A multi-stage feature selection pipeline has been implemented to ensure high predictive accuracy 

and model robustness. Initially, the variance threshold technique enhances prediction accuracy by 

removing features with a variance below 0.1, while SelectKBest helps identify weak correlations during 

correlation analysis [42]. Therefore, a statistical methodology for selecting significant features in a 

dataset is the chi-square (𝑥2) technique which rates a feature's independence from the aim variable [43]. 

In addition, the feature significance score technique improves model performance by eliminating 

noncontributing data features, which simplifies the model, reduces dimensionality, and speeds up 

training [44]. Furthermore, a correlation matrix analysis was performed to evaluate linear and non-linear 

relationships, with parameters ranging from -1 to 1 [45]. In this study, data pre-processing indicates 

setting a variance threshold, analyzing the correlation matrix, and selecting 15-22 top features with 

SelectKBest and Chi2 techniques. From 79 features, 39 were significant, and 22 were specified for 

model training, improving accuracy, mitigating training time, and reducing overfitting by 

dimensionality reduction, validated through score features. The final selection was instrumental in 

enhancing the stability of the approach and ensuring superior performance via all rating SSL strategies. 

3.3. Data Balancing   

Random under-sampling was applied to the training group to address the class imbalance and to 

achieve 50/50 distribution of the class, and the data were split into 80% training and 20% testing. 

Although undersampling may risk information loss, it was strategically employed to mitigate majority-

class bias and enhance the model's sensitivity to rare, low-frequency network threats [46]. 
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3.4. Semi-Supervised Learning 

In the training phase, labeled and unlabeled data are collected, as well as pattern recognition, 

data analysis, and security systems, where the accuracy of the models can be enhanced using large 

unlabeled data volumes [47]. 

3.4.1 Self-Training 

Is an SSL technique used when limited labeled datasets are available [48]. It involves training 

a model on labeled data and then retraining iteratively by labeling unlabeled data with its predictions. 

Its efficacy relies on finding local optima in the original labeled data [48]. 

3.4.2 Co-Training 

It is an SSL technique that trains two classifiers using different data perspectives to improve each 

other's training by labeling unlabeled samples. It is particularly useful when labeled data is scarce and 

is effective under the conditional independence of data perspectives [49]. 

3.4.3 Multi-View Learning 

It enhances feature extraction in different learning approaches by addressing appearance 

variations and exceeding single-view methods in material classification [50]. It merges multiple data 

representations to improve understanding and decision-making accuracy [51],[52]. 

3.5. Attack Classification  

By discovering the connections between input attributes, such as network packet data, and 

output classes, like benign traffic or different types of attacks (like Denial of Service or Remote Access 

Trojans), ML is commonly used for identifying and categorizing network attacks [50]. Large data 

volumes may be handled by ML-based algorithms to categorize the attacks [53]. 

3.5.1 Support Vector Machine 

Statistical learning classifiers use multidimensional hyperplanes to differentiate between 

classes, allowing for quick training with linear kernels [54]. They perform well with linear data, excel 

in high-dimensional spaces, and are especially effective in binary classification scenarios [54]. Selected 

for their high-precision classification in high-dimensional spaces. SVMs are essential for detecting 

complex, non-linear patterns in sophisticated systems and cyberattacks. 

3.5.2 Decision Tree 

A decision tree is a model of data processing that converts complex patterns into rules, providing 

higher resolution than SVM and flexibility when combined with other methods, so that branches 

represent options, nodes represent properties, as well as result sheets by iteratively dividing data based 

on different properties [55],[56]. Select for their computational efficiency and interpretability. DTs 

enable rapid, rule-based decision-making in real-time. 

3.6. Early Warning System 

In the system, sensor data is analyzed to predict risks, send alerts, and respond instantly to hazards, 

enhancing prediction accuracy and reliability in situations where data is scarce in real-time [57]. A range 
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of tools is therefore used to provide timely and accurate warnings, enabling individuals, groups, and 

organizations to plan and respond effectively to potential harm [58]. 

3.6.1 Real-Time Integration  

The immediate processing of sensor data to analyze and generate alarms in areas prone to disasters 

encompasses data collection, filtering, examination of early warning characteristics, model training, and 

alarm system integration [58].  

3.6.2 Near Real-Time Integration 

In EWS, attacks are detected, and delays are minimized using machine learning models, including 

radio frequency, SVM, and DT, so that it can recognize real-time attacks in network traffic to 

demonstrate the processing power for rapid response and mitigation [59].  

3.7. Performance Evaluation 

Performance is evaluated to determine the model's ability to predict and disseminate new data in 

order to assess the effectiveness, efficiency, and reliability of the model, and is usually done using these 

metrics [60]. The method used in the study is to scale its K-fold from traditional K-folding by reducing 

Overfitting and promoting generalization in machine learning, thus making it particularly effective for 

unbalanced datasets in detecting rare events [60]. 

3.7.1 Comparison with Existing Intrusion Detection Systems 

The researchers state that network traffic monitoring is done by IDS, as it is a security tool to 

identify unusual activities and identify potential breaches to enhance data security [61]. See Figure 5. 

 

 

Figure 5. Benefits and Importance of IDS 

Figure 6, the study illustrates how to collect and process network traffic data using ML/DL models 

to identify patterns, while these models were tested on test data to determine their effectiveness in 

detecting malicious or benign activity [61]. Figure 7, data classification techniques for models [61]. 
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Figure 6. Methodology of IDS 

 

Figure 7. Data Classification Techniques 

4. RESULTS AND DISCUSSION 

In this experiment, Table 4 illustrates the methods used in terms of implementation, evaluation of 

performance metrics, discusses the results, and presents system alerts and categories. 

Table 4. Experimental Setup 

Requirements Description 

Operating System Windows 11 

Program Google colab 

programming language Python, HTML 

Dataset type Benign and Attacks 

Split data SSL 20% Labeled 80% Unlabeled 

Name of the dataset CICIDS2017 and CSE-CIC-IDS2018  

Data Preprocessing 
Collection, EDA, Missing, Cleaning, 

Normalization, Label Encoder, and Features 

Classification and Detection SVM & DT 

Evaluation metrics 
Recall, Precision, Accuracy, F1-score, 

ROC-AUC, PR-AUC, FAR, FNR, and MCC 
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4.1. Performance Results 

The pre-processing phase was performed, resulting in an improved collection of 2,462,817 high-

quality samples and 22 features. A 10-fold stratified cross-validation protocol was also adopted. The 

class nature of this approach suggests crucial in cybersecurity contexts, as it maintains the distribution 

of the original categories and prevents the model from developing a bias towards the majority groups. 

This study evaluates the performance of the early warning system using key measures before and after 

implementation. Figure 8 shows the results of cross-verification. 

 

 

Figure 8. StratifiedKFold in Detection 

4.1.1 Attack Detection  

Figure 9 in the attack detection process shows that self-training improves predictions on unlabeled 

data using high-confidence results from labeled datasets, where it classifies the data into attack as 0 and 

non-attack as 1. On the other hand, it illustrates the same format for co-training, so that the two models 

were trained on different features, allowing for the exchange of high-confidence predictions. In addition 

to multi-view learning that enhances performance using two models trained on diverse data 

characteristics, each with its own expectations, as shown in Figure 10. 

 

 

Figure 9. Self-Training and Co-Training in Detection for SVM and DT 
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Figure 10. Multi-View Learning in Detection for SVM and DT 

4.1.2 Attack Classification 

Figure 11, the performance of the SVM and DT algorithms was evaluated using StratifiedKFold.  

Figure 12 shows the performance of the models for classifying attacks, where the SVM achieved 

remarkable accuracy. Comparison with the DT model, which has proven effective in co-training. Figure 

13 shows that multi-view learning enhanced classification accuracy by integrating features from 

multiple scenes to train SVM and DT models. 

 

Figure 11. StratifiedKFold in Classification 

 

Figure 12. Self-Training and Co-Training in Classification for SVM and DT 
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Figure 13. Multi-View Learning in Classification for SVM and DT 

4.2. Discussion on Findings 

Tables 5 and 6 indicate that DT results significantly outperform SVM, while maintaining an 

accuracy rate of 99% from self-training, co-training, and multi-view learning structures. 10-fold 

stratified cross-validation was used to ensure these results were not due to proper data segmentation. 

This confirmed that the high accuracy and Matthews correlation coefficient (MCC) scores are stable 

indicators of the model's durability. This consistency highlights the regime's ability to generalize to 

unseen attack patterns. This capability is essential for early identification of ZD threats in complex and 

rapidly evolving network environments. 

Table 5. Evaluation of Classification Models 

Method ACC Precision Recall 
F1-

Score 

ROC-

AUC 

PR-

AUC 
FAR FNR MCC 

DT 99.93 99.93 99.93 99.93 99.98 99.97 0.07 0.07 99.86 

DT V1 99.19 99.20 99.19 99.19 99.85 99.72 0.81 0.81 98.38 

DT V2 99.64 99.64 99.64 99.64 99.92 99.88 0.36 0.36 99.28 

SVM 86.67 87.35 86.67 86.61 91.50 89.20 13.33 13.33 73.96 

SVM V1 83.01 83.06 83.01 83.00 88.20 85.10 16.99 16.99 66.07 

SVM V2 74.45 75.13 74.45 74.27 79.40 76.50 25.55 25.55 49.40 

DT+SVM 99.94 99.94 99.94 99.94 99.99 99.98 0.06 0.06 99.88 

Table 6. Evaluation of Detection Models 

Method ACC Precision Recall 
F1-

Score 

ROC-

AUC 

PR-

AUC 
FAR FNR MCC 

DT 99.91 99.91 99.91 99.91 99.97 99.96 0.09 0.09 99.82 

DT V1 99.32 99.32 99.32 99.32 99.88 99.80 0.68 0.68 98.64 

DT V2 99.61 99.61 99.62 99.61 99.91 99.85 0.39 0.38 99.22 

SVM 87.92 88.88 87.92 87.54 92.10 90.40 12.08 12.08 75.84 

SVM V1 82.64 80.86 82.64 81.02 86.80 82.10 17.36 17.36 63.50 

SVM V2 69.18 66.01 69.18 65.12 74.20 68.90 30.82 30.82 35.19 

DT+SVM 99.91 99.91 99.91 99.91 99.98 99.97 0.09 0.09 99.82 
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Supervised learning is used to accurately classify anomalies and cyberattacks in Internet traffic, 

while accurately evaluating detection performance using evaluation metrics to ensure system robustness 

and security [63]. The same methodology from the dataset, number of features, and algorithms was used 

to demonstrate that the semi-supervised analysis technique outperformed supervised. See Tables 7 and 

8 to present the results. 

Table 7. Evaluation of Detection and Classification for Supervised Learning 

Method ACC Precision Recall 
F1-

Score 

ROC-

AUC 

PR-

AUC 
FAR FNR MCC 

DT 99.62 99.68 99.56 99.62 99.86 99.78 0.32 0.44 99.23 

SVM 92.13 89.17 95.91 92.42 96.88 96.59 11.66 04.09 84.51 

Table 8. Evaluation of Detection and Classification for Supervised Learning 

Method ACC Precision Recall 
F1-

Score 

ROC-

AUC 

PR-

AUC 
FAR FNR MCC 

DT 97.31 97.38 97.31 97.31 99.22 97.84 6.48 1.26 96.65 

SVM 93.32 93.68 93.32 93.24 99.22 98.20 18.26 1.86 91.78 

 

Receiver operator characteristic (ROC) curves reveal the extraordinary discriminating power of 

SSL, which appears to have a near-perfect Area under the curve (AUC) of 99.99% in detection and 

99.98% in classification. Superior statistical accuracy suggests that convergence proves to isolate threats 

from core activities. Supplementing these results, Precision-recall (PR) curves assert the robustness of 

SSL under unbalanced distributions. See Figure 14. 

 

Figure 14. ROC and PR for Semi-Supervised vs. Supervised Learning 

Table 9 shows more details of SSL in this model and the previous study, with DT+SVM 

outperforming XGBoost with 99.94% accuracy with 100,000 samples. In addition to the detection time 

for inference within 0.26 seconds. 
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Table 9. Comparative Performance of Proposed Models vs. Literature 

Method ACC Precision Recall 
F1-

Score 
Dataset Samples 

Train/

Test 

Real-

Time 

DT 99.93 99.93 99.93 99.93 CICIDS2017 100000 80/20 0.25 sec 

SVM 87.92 88.88 87.92 87.54 CICIDS2017 50000 80/20 0.20 sec 

DT+SVM 99.94 99.94 99.94 99.94 CICIDS2017 100000 80/20 0.26 sec 

XGBoost 

[25] 
98.96 98.95 98.96 98.95 VirusShare 10974 80/20 N/A 

4.3. System Alerts and Categories 

In the testing phase of the system for detection and classification, the CSE-CIC-IDS2018 dataset 

was used, and 500 samples were selected to ensure that the models worked as required [64].  

4.3.1 Attack Detection and Classification in Early Warning System 

Self-training improved the performance of SVM models, in Figure 15, but did not significantly 

affect the performance of DT. Shows Figure 16 external approach, thus effectively identified attack and 

non-attack in view 1, while the SVM model showed improved performance in view 2. 

 

Figure 15. Self-Training in Detection and Classification for SVM and DT 

 

Figure 16. Co-Training in Detection and Classification for SVM and DT 
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Figure 17, the model detects and classifies attacks with high accuracy and enhances the 

performance of the system, providing excellent attack detection. 

 

 

Figure 17. Multi-View Learning in Detection and Classification for SVM and DT 

4.4. Discussion on Findings 

4.4.1 Evaluation for Classification and Detection in Early Warning System 

This paper compared three SSL techniques and found that multi-view learning and self-training 

were better than co-training in EWS, while the SVM models in Table 10 had better evaluation metrics 

in system testing as well as DT still excelled in the training and testing phases. DT showed better 

performance, achieving 99.19% accuracy. The co-Training method was recommended for maximum 

accuracy and performance in attack detection. The performance of this system in detection is 95.12% 

accuracy in Table 10; it is 92.48% in classification, as shown in Table 11, to enhance multi-view learning 

(SVM + DT) by balancing detection and classification accuracy. 

Table 10. Evaluation of Detection Models in EWS 

Method ACC Precision Recall 
F1-

Score 

ROC-

AUC 

PR-

AUC 
FAR FNR MCC 

SVM 72.40 82.15 72.40 74.22 72.50 82.10 23.85 27.60 46.55 

DT 100.00 100.00 100.00 100.00 100.00 100.00 0.00 0.00 100.00 

SVM V1 76.32 83.40 76.32 78.10 76.45 83.25 21.75 23.68 52.40 

SVM V2 96.28 96.35 96.28 96.31 96.50 96.42 3.82 3.72 92.65 

DT V1 99.19 99.20 99.19 99.19 99.85 99.80 0.85 0.81 98.38 

DT V2 98.07 98.15 98.07 98.11 98.40 98.25 1.95 1.93 96.20 

DT+SVM 95.12 95.25 95.12 95.18 95.40 95.30 4.92 4.88 90.35 

Table 11. Evaluation of Classification Models in EWS 

Method ACC Precision Recall 
F1-

Score 

ROC-

AUC 

PR-

AUC 
FAR FNR MCC 

SVM 87.12 88.05 87.12 87.08 87.45 88.20 12.88 12.88 74.25 

DT 100.00 100.00 100.00 100.00 100.00 100.00 0.00 0.00 100.00 

SVM V1 77.45 83.12 77.45 77.40 77.60 83.35 22.55 22.55 54.18 

SVM V2 95.32 95.40 95.32 95.31 95.50 95.45 4.68 4.68 90.62 
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DT V1 100.00 100.00 100.00 100.00 100.00 100.00 0.00 0.50 99.45 

DT V2 99.15 99.20 99.15 99.15 99.30 99.25 0.85 01.05 98.32 

DT+SVM 92.48 94.15 92.48 92.45 92.60 94.30 7.52 7.52 84.85 

4.5. Early Warning System Application 

A Python-based application was developed to experimentally detect attacks using an HTML web 

interface and self-training approaches. When the system is opened, security is shown in green; when an 

attack is discovered, security is shown in red. By issuing alerts or putting extra security measures in 

place, administrators may act right away. The program interacts with larger systems, such as monitoring 

and data analysis, by providing an API for applications that you may use to obtain a security status by 

identifying system threats, or issuing an alert to put in place additional protections, so that this function 

enables security verification to make quick decisions in production settings. See Figures 18 and 19. In 

Figure 20, the diagram illustrates EWS from operations in terms of operation to alert status, including 

attack detection, reporting, safety assurance, and streamlining operations by identifying different 

situations and actions.  

 

 

                  Figure 18. Safe System                                                 

 

                  Figure 19. Warning System                            Figure 20. Early Warning System Work 

5. CONCLUSION AND DIRECTIONS FOR FUTURE RESEARCH 

This study presents an SSL-based early warning system for detecting and classifying ZD attacks 

by leveraging both labeled and unlabeled data, in addition to the already proposed framework that 

overcame the limitations of traditional intrusion detection methods. Experimental results on the work 

show that the decision tree classifier outperforms the support vector machine in several scenarios, 

achieving higher accuracy and stability within EWS.  

 The results emerged after the implementation of the near-instantaneous EWS for the timely 

detection of malicious activities as well as support for rapid response actions, in order to minimize the 

potential impact of attacks. Thus, SSL results provide an effective and practical solution for proactive 

cybersecurity defense. Future work will focus on the goal of integrating deep learning models, 
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expanding attack coverage, automating response mechanisms, and validating systems in real-world 

network environments. 
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